
  

Open Security

Why not?
T-DOSE 2015 - 29-11-2015

Asim Jahan (http://jahan-is.com/)

Maikel Mardjan (https://nocomplexity.com )

http://jahan-is.com/
https://nocomplexity.com/


  

Open Security

Open Reference 
Architecture
 for Security 

and 
Privacy



  



  
http://money.cnn.com/2015/02/27/investing/cybersecurity-stocks-hack/ 
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http://www.cnbc.com/2015/11/04/cybersecurity-heres-why-companies-are-still-getting-hacked-commentary.html
  

http://www.cnbc.com/2015/11/04/cybersecurity-heres-why-companies-are-still-getting-hacked-commentary.html


  

http://motherboard.vice.com/read/9-out-of-10-of-the-internets-top-websites-are-leaking-your-data 

http://motherboard.vice.com/read/9-out-of-10-of-the-internets-top-websites-are-leaking-your-data


  

http://www.thetimes.co.uk/tto/news/uk/crime/article4602083.ece 

http://www.thetimes.co.uk/tto/news/uk/crime/article4602083.ece


  
http://www.newsfactor.com/story.xhtml?story_id=031003RWU6C7# 

http://www.newsfactor.com/story.xhtml?story_id=031003RWU6C7


  



  

Agenda

● Why another reference architecture?

● What is an open reference architecture for security and privacy?

● The power of a good solution architecture for solving security and 
privacy challenges

● Current security and privacy attack vectors (with real nasty examples!)

● Security principles and reuse

● Advantage / disadvantage of using OSS security products

● Determining quality of OSS for security and privacy applications

● Common used OSS security applications
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We have books!



  

We have many more books...



  

Use of a reference architecture



  

Security design should be fun! (again)
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Domain related, not company related!



  

The power of open!
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And when there is still a minute left, we do of course some demo's!



  



  



  



  



  



  



  



  

..Or in words
• Analysis of vulnerabilities in compiled software without 
source code
• Anti-forensic techniques
• Automated probes and scans
• Automated widespread attacks
• Client validation in AJAX routines
• Cross-site scripting in AJAX
• Cryptographic Performance Attacks
• Cyber-threats & bullying (not illegal in all jurisdictions)
• DoS Attacks
• Email propagation of malicious code
• Executable code attacks (against browsers)
• Exploiting Vulnerabilities
• GUI intrusion tools
• Industrial espionage
• Internet social engineering attacks
• Malicious AJAX code execution
• Network sniffers
• Packet Manipulation
• Packet spoofing
• Parameter manipulation with SOAP
• Replay Attack
• RIA thick client binary vector
• Rogue Master Attack

• Analysis of vulnerabilities in compiled software without 
source code
• RIA thick client binary vector
• Rogue Master Attack
• RSS Atom Injection
• Session-hijacking
• Sophisticated botnet command and control attacks
• Spoofing
• Stealth and other advanced scanning techniques
• Targeting of specific users
• Web service routing issues
• Wide-scale trojan distribution
• Wide-scale use of worms
• Widespread attacks on DNS infrastructure
• Widespread attacks using NNTP to distribute attack
• Widespread, distributed denial-of-service attacks
• Windows-based remote access trojans (Back Orifice)
• WSDL scanning and enumeration
• XML Poisoning
• XPATH injection in SOAP message



  

IS Threat?
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What are security principles?

Principles are statements of direction that govern selections and 
implementations. 

Principles are used within business design and 
successful IT projects.
 

Definition:

A principle is a qualitative statement of intent that should be met 
by the architecture.
 

Security architecture principles are used to translate selected alternatives into 
basic ideas, standards, and guidelines for simplifying and organizing the 
construction, operation, and evolution of systems.



  

Place of principles



  

Principle (Example)
Name 
Principle

Avoid security by obscurity

Statement Security measurements should be open and transparent.

Rationale
●  Assume attackers will have source code (also for closed source 

software).
●  Assume attackers will have complete design and network 

topologies.
●  Open security design promotes cycle of improvement faster.
●  Assume sensitive information regarding security measurements are 

leaked or sold.

Implications ●  Do not document secrets and configuration policies (settings) in 
security designs.

●  Never store secrets (e.g. passwords) on systems.
●  Involve internal and external SME to evaluate the strength and 

weakness of a security design. (design review).
●  Security should always be tested by experts (open or not).
●  Periodically pentest the security implementation, use different 

companies instead of always the same.



  

Principle (Example-2)

Name 
Principle

Data in transit protection

Statement Data in transit needs protection

Rationale Consumer data transiting networks should be adequately protected against 
tampering and eavesdropping via a combination of network protection and 
encryption.

Implications If this principle is not implemented, then the integrity or confidentiality of the 
data may be compromised whilst in transit.
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It's real!

• Open Source software is created by communist to destroy our world.

• Open Source software is made by hobbyist.

• Open Source software is made by hackers and hackers are bad. Especially 
when it comes down to security and privacy.

• Open Source software is never maintained.

• Open Source software is free, so it can not have any value.

• Quality of Open Source software is dramatic. Do does hackers known how 
to spell quality at all?

• Using Open Source makes you depended of the good will of hackers.

• Using Open Source for security or privacy protection gives unacceptable 
high risk, since the whole world can hack me now instantaneously.

• Using Open Source is an extra thread for my security or privacy.



  



  

Open and transparent..



  

Learning, Collaboration, and



  

Mistakes
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The blind men and the elephant



  

We are all different and with different 

goals, budgets and THREATS!



  

QoS OSS Security & Privacy



  

Agenda

● Why another reference architecture?
● What is an open reference architecture for security and privacy?
● The power of a good solution architecture for solving security and 

privacy challenges
● Current security and privacy attack vectors (with real nasty examples!)
● Security principles and reuse
● Advantage / disadvantage of using OSS security products
● Determining quality of OSS for security and privacy applications
● (Not So) Common used OSS security applications



  

Reference Solution Framework...
● Note: Selecting solutions should never be your first step!
● Just a first try:



  

There are far too many ?!

Take a look at:
● Bosun. Bosun is an open-source, MIT licensed, monitoring and alerting system by 

Stack Exchange. (http://bosun.org/ )

● Gryffin. Gryffin is a large scale web security scanning platform. Created by Yahoo, 
and since September 2015 available as open source.(
https://github.com/yahoo/gryffin )

● SIMP (The System Integrity Management Platform)

(https://github.com/NationalSecurityAgency/SIMP)

● Streisand is software for setting up secure connections with your friends. A bit like 
TOR. (https://github.com/jlund/streisand)

● … 

http://bosun.org/
https://github.com/yahoo/gryffin
https://github.com/jlund/streisand
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No Excuse!

Download the:

Open Reference Architecture for 
Security and Privacy

(no strings attached!)

But of course, better is to...



  

Contribute!

You can contribute using the 
following Github repository:

 https://github.com/nocomplexity/SecurityPrivacyReferenceArchitecture 

https://github.com/nocomplexity/SecurityPrivacyReferenceArchitecture


  

#tdose

Thank (in advanced) you all for your 
great contributions!

Now we want to try to give an answer to your 
brilliant: 

Questions!
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